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https://oss.deltares.nl/web/delft-fews/vision-2025
https://oss.deltares.nl/web/delft-fews/-/delft-fews-vision-2025-deltares?redirect=%2Fweb%2Fdelft-fews%2Fvision-2025
https://oss.deltares.nl/web/delft-fews/events
https://oss.deltares.nl/web/delft-fews/community-strategy-board
https://oss.deltares.nl/web/delft-fews/vision-2025
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Code Clean-up

» Goal: maintainability of our code
— Remove old/outdated code
— Develop new/better alternative (before removal old parts!)

« Always assess your configuration by using the <F12>
Option T + Log obsolete modules and explorer
plugins

« This WIKI page will contain information about the end-of-
life configuration options and in which version.
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1 open most recent current forecast and adjust system time
2 open most recent forecast and adjust system time
3 run last created task
4 open last forecast for selection
3 set system time to last available for selection
6 save temporary time series
7 ids visible
v 8 names visible
9 descriptions visible
A verbose location tool tips
B clear time series caches
C run workflow test
D restart
E release plugin bin dirs
E set water coach wall clock time
G select by attributes
H delete local data store
| acknowledge all
J open database viewer
K open workflow navigator
L open tabular config files display
M start embedded vjdbc server
N terminate local runs Shift-F5
0 rollback modifier changes
P database
Q screen recording
R convert
S clipboard >
U user settings y
V open most recent running forecast and adjust system time
W debug logging enabled
X open region home
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export all location attribute modifiers
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irregular grids to esri shape files
rating curves

lookup tables

save current visible map as png file
save threshold events as csv file
Riemann boundary calculation constants

save deleted rows as zip file
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https://publicwiki.deltares.nl/display/FEWSDOC/The+F12+menu
https://publicwiki.deltares.nl/display/FEWSDOC/Delft-FEWS+End+of+Life+Modules+and+Displays

Code Quality

« SonarQube — code assesment tool (since May 2020)

Delft-FEWS Transformation Module

Mew code: last 3 years 1 months
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Code Quality @ownse

* Vulnerabilities in third party libraries: Daily i T
OWASP checks ‘ e
« OWASP = Open Worldwide Application
Security Project oo I ‘
— Database: known vulnerabilities in third party |
libraries ,
— Standard build process for OWASP check —_— de("{’m::jfe:m‘ f;;%:og‘
(daily) .
— If score is critical - active communication -

S 0 IVe aS ap Determine impaf:t for > ITJ‘;::::' Distrib-ute fixto
supported versions (whichi versions)? clients

— If score is high - wiki page with information
-> solve in next version

— Qverview of known CVE issues (1 not trivial)

Define plan of action

Communicate plan of
action
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https://publicwiki.deltares.nl/display/FEWSDOC/Third+party+libraries+known+CVE+issues

Release Test Automation

« Goal is to automate our release testing as much as possible
— Automatic Unit Tests
— Comparison Tests (between versions)
— Performance Tests (between versions)

— Component Tests (every version, around 80(!) different modules, displays etc)

— Stress Tests (multi MC, multi OC environment)
— Integration Tests (full application test)

« Automation steps
— Use of Docker
— Full Open Archive test system in place

* Release Process
- Product Risk Analysis / Release Retrospective
— Master Test Plan / Release Test Plan(s)
— Transferable test scripts
- Knowledge transfer between testers
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Security

« Security Matrix and Description finalized
« Start for security discussion with IT departments
« Contact us!!

4. Admin Interface

NETWORK SECURITY GUI 5. Operator Client

ACCESS MANAGEMENT

GUI 6. Configuration Manager
THREAT PROTECTION

INZVINTONL ) iZe ol | [API 7 Archive server

APl 8. Database proxy

APl 9. Web services

APl 10. Datafeeds

Delft-FEWS security options

per component

A. Encrypted network traffic

C. Access Delft-FEWS Component
E. Role Based Access (OS)

G. OpenID Connect

(i.e. Azure Active Directoy)

H. Access Audit Trail

I. Change Audit Trail

J. Session Time Out

K. Encrypted storage

B. Port security
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